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The Internet of things BRINGS WITH IT NEW challenges 
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3 ©2014 Check Point Software Technologies Ltd. [Restricted] ONLY for designated groups and individuals 



4 ©2014 Check Point Software Technologies Ltd. 

Threat Evolvement… 

[Restricted] ONLY for designated groups and individuals 

Traditional threats Modern attacks 

Simple and repeatable 

Mass-market 

Opportunistic 

Sophisticated 

Customized 

Relentless 

* ISACA, APT Awareness Survey, 2013 
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Value of a Hacked PC 

http://krebsonsecurity.com 
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Is Your Organization Infected With Malware? 

63% of Organizations Are Infected with Bots 

49% of Organizations Have 7+ Bot-infected Hosts 
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Check Point  
Threat Prevention 
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THREAT INTELLIGENCE 

250M+ addresses 

11M+ malware signatures 

400K+ updates per day 



9 ©2014 Check Point Software Technologies Ltd. 

THREAT INTELLIGENCE 

250M+ addresses 

11M+ malware signatures 

400K+ updates per day 
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Threat Intelligence Example: 
Cryptolocker 

Research & Reverse the  

Domain Generation Algorithm 

Feed ThreatCloud with  

Signatures 

Immediate protections to  

all Gateways  

Prevent threat from  

Thousands of devices 
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Networks need protection 

against ALL  

types of threats 
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Introducing Check Point 

Multi-layered Threat  

Prevention 

 
 

Your 

Organization 
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Multi-layer Threat Prevention 

Secure access to 
network 

FIREWALL 

Your 
Organization 

 
 

Highest Score in  

Next Generation Firewall 
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Multi-layer Threat Prevention 

IPS 

Your 
Organization 

 
 

 

Stops exploits of 
known vulnerabilities 

 

NSS Labs  

Highest Rating 
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Multi-layer Threat Prevention 

Anti-Virus 

Your 
Organization 

 
 

Over 12+ million  

malware signatures  

and 1+ million  

malware-infected  

websites 
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Multi-layer Threat Prevention 

Detects bot infestations 

and stops bot damage 

Anti-Bot 

Your 
Organization 
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Multi-layer Threat Prevention 

Stops attacks within 

seconds with Network  

and Application  

layer protection  

DDoS Protector 

Your 
Organization 
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New malware? 

Zero Day attacks? 
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Introducing Threat Emulation 

Mitigates Unknown 

Targeted Attacks 

 

Threat Emulation 

Your 
Organization 
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Check Point Threat Emulation 

Discover and STOP new threats based-on  
threat behavior 

INSPECT EMULATE 

PREVENT SHARE 
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96% 
HAVE A LEAST ONE HIGH-RISK APPLICATION 

[Restricted] ONLY for designated groups and individuals 

Does you organization control risky applications? 
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High-Risk Applications Continued to Spread 

90% Remote Admin Tools 

86% File Storage and Sharing 

75% P2P File Sharing 

56% Instant Messaging 

56% Anonymizers 

[Restricted] ONLY for designated groups and individuals 
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Check Point  
Application Control 
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Need to Control All Aspects of Web 

Websites Applications 

Facebook Chat 

Granularity 

beyond URLs 

Not URL-based 

www.hackthissite.org 

www.fantasyfootball.com 

Unified Control Needed ! 
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Check Point Unifies  
URL Filtering and Application Control 

      Applications — 

Application Control 

Unified categories — 

URLs and applications 

User/group  

granularity 

Websites —  

URL Filtering 
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Introducing Check Point AppWiki 

Over 5,600 applications  

Over 260,000 social-network widgets 

Grouped in over 160 categories  
(including Web 2.0, IM, P2P, Voice & Video, File Share) 

 

 

http://appwiki.checkpoint.com 
 

World’s largest 

Application Classification Library 

Unparalleled 

Application Control 
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Check Point UserCheck 

Traditional security policies are suitable for 

clear-cut cases 

Involve end-users using multiple policy actions 

Accept /  

Drop 

Allow but inform the user about the risks Inform 

Learn usage patterns to create better policies Ask 

Use to preserve resources (bandwidth) or 

control acceptable use 
Limit 
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Does your organization need a DLP solution? 

of 
organizations 
experienced 
data loss 

events  
88% 
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Data Loss Events Are Increasing 

[Restricted] ONLY for designated groups and individuals 
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Check Point  
Data Loss Prevention 
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John,  

 

Let’s review the corporate strategy in 

our morning meeting. 

Green World Strategy Plan 2010 

John.Stevens@yahoo.com 

Corporate Strategy 

Data Loss Prevention Alert 

 

An email that you have just sent has been 

quarantined. 
 

 

Reason: attached document contains 

confidential internal data 
 

 

The message is being held until further 

action. 

 

Send , Discard , or Review Issue 

Introducing Check Point  
Data Loss Prevention 

Educate 

Users on corporate  

data policies 

Enforce 
Data loss  

business processes 

Prevent 

Move from detection  

to prevention 

Check Point Combines Technology 
and Processes to Make DLP Work 

NEW! 
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Item 

No. 

Name Social 

Security 

Number 

Job Title Gross Pay 

1 John Smith 987-65-4320 CEO $200,000 

2 Kevin Brian 987-65-4221 VP R&D $150,000 

3 Margret 

White 

769-65-7522 VP 

Marketing 

$153,000 

4 Bob Johns 342-62-3323 CFO $140,000 

5 Mike Riddle 777-43-4324 COO $180,000 

Correlates data from multiple 

sources using open language 

New MultiSpect™ Technology 

MultiSpect Detection Engine 

Detects more than 600 file formats 

 

600+ File Formats 

 

 

 

 

 

 

 

 

 

 

250+ Data Types 

 

 

 

 

 

 

 

 

 
 

Over 250 pre-defined  

content data types 

Detect and recognize proprietary 

forms and templates 
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Simple Rule-based Policy Management 

Easily Define Policy to Detect, Prevent or Ask User 
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Thousands of security logs… 

What about visibility? 
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The need for  
360o visibility 
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360o Visibility of Network Security 

Time shows topline 
security events 

Map shows origin of 
attacks and threats 

Rate and frequency of 
potential attacks 

Important security  
events highlighted 
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Consolidated Visibility: SmartEvent 

 Unified event analysis with 360° visibility across Software Blades 

 High-level view with drill down to policy 
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Check Point appliances: 

A solution for every size 

organizations 
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Check Point Appliances and Virtual Editions 

Enterprise 

4000 Appliances 

(4 models) 

Branch 

Office 

2200 Appliance 

1100 Appliances 

(3 models) 

 

Ultra High End 

61000 & 41000 Systems  
21000 Appliance 

(3 models)  

13500 Appliance 

12000 Appliances 

(3 models) 

Data Center 

Solutions for every size company 

Small 

Office 

600 Appliances 

(3 models) 
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What about mobile devices? 

[Restricted] ONLY for designated groups and individuals 

Customers need to have the same 

security for off-network devices as they 

do on-premise. 
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Cloud-based  

security for ALL  

roaming devices 

[Restricted] ONLY for designated groups and individuals 

IPS Application  

Control 

URL  

Filtering 

Anti-Bot Anti-Virus DLP Threat 

Emulation 

Check Point Cloud Firewall Service 
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Check Point: All-In-One WrapUp 

Appliances 

Security Gateway Software Blades 

Security Management Software Blades 

Network Policy 

Management

UserdirectoryLogging and 

Status

Smart Event Endpoint 

Policy 

Management

Smart 

Provisioning

Smart ReporterMulti Domain 

Management

MonitoringSmart 

Workflow

Compliance

H
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Security Endpoint Software Blades Mobile Information Protection 

Firewall Device Control 

Media Encryption 

VPN Anti Malware Application 

Control 

Full Disk  

Encryption 

Mobile Enterprise IPSec/SSL  

VPN 

Document 

Security 

Cloud Connector 

DDoS Protector Small offices Enterprise Data Center Ultra High-End 
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